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* PROTECT i1s an open source (MIT Licensed)
platform for threshold-secure operations

* Tolerates (n/3) — (n/2) Byzantine faults
* Operates over eventually synchronous networks
* Self-heals and self-secures after faults and breaches

PI‘()j €Ct * Supported operations:
* (O)PRE ECIES, BLS, RSA (Blind)Sign/Decrypt

OV@ rView * Generate, Store, Read, Delete, Enable, Disable

* Future enhancement goals:
* Share conversion, Schnorr signatures, ECDSA
* Share multiplication, MPC, Threshold AES
* RSA (DKG/Refresh/Recover)

* Post-Quantum Cryptography




System Model " . 1/2

Asynchronous Synchronous

Bound Bound

NTCW2019



=1
fS:n_QfL-l
f=m—f—1)/2

Y4 /3 Yo
L G G S S o e 2 \ g \ g \ g \ 4
Minimum Asynchronous Synchronous
Liveness Bound Bound

NTCW2019



Tolerated Faults

| | 7]
| —— Max fs ~
—~— Max fL
—— Max f

e
-

Tunable

Security

N W = Ot O 9 o ©
um) T

h
¥

l
11 13 15 17 19 21
n

(V)
()|
-J
Ne)




Conventional Setting (f = 2) x

Tunable Security (ff, = 1, f5 = 3)

@ @@ @eE@
t t t 1

X
X

NTCW2019

Tunability in Practice
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Seconds to Perform a Multi-APVSS

==

N=3 N=4 N=5 N=6 N=7
= Multi-APVSS (Single Host) ®Multi-APVSS (LAN) *Multi-APVSS (WAN)

NTCW2019

Performance Results




Demo

NTCW2019
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https://youtu.be/9sDgPOUpADw

@& Terminal Shell Edit View Window Help

MacBook-Pro-L40:protect jresch$ 1s
CONTRIBUTING.md LICENSE bft-smart
DCO1.1.txt README.md bin

' MacBook-Pro-L40:protect jresch$ [

YEBA -Oe
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https://youtu.be/Cz9VV0FzW10
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Downloading
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T' (e Pocumen untitled text 5§ A : InStalllng
1 | B
Configuration

Launching Servers
Client Setup

Secret Management:

a. Distributed Generation
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c.  Share Recovery

Cryptographic Operations:

a.  Decryption

Line 1 Col 1 (none) % Unicode (UTF-8) 4 4 of Lastsaved: (Never) [7 0/0/1

b.  Signing
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https://youtu.be/BHM17XE6ZhQ

iTerm2 Shell Edit View Sessior

Shareholder 1 (bash) 881

MacBook-Pro-L40@:pross jresch$ 1ls
CONTRIBUTING.md LICENSE bft-smart
DCO1.1.txt README .md bin
MacBook-Pro-L40:pross jresch$ I

build.sh
pom. xml

1. Shareholder 1 (bash)

pross-client
pross-common

f

pross-server



https://youtu.be/H4rX8gtqjrI

@ TextWrangler File Edit Text View Search Go Window # @ Help

java) #3

er Encrypt: 20/s; Paillier Decrypt: 17/s; Split Prove: 143/s; Split Verify: 296/s; EqgRange Prove: 8/s;
Connecting to replica @ at /127.0.0.1:65210

Connecting to replica 1 at /127.0.0.1:65220

common.config
Currently Open Documents File Path v : ~/projects/protect/bin/config/server/common.config

[5 common.config %

63 # Optimum value for greatest liveness:
64 # fS = fL = floor((n - 1) / 3)
65 #max_safety_faults = 2
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
v Recent Documents 82
[ 83
84
85
86
87 # B
88 # = =
89 # This represents the total number of faults tolerated by the
#B
#1

Maximum tolerable faults for liveness (f

This number defines the maximum faults for liveness of the tunable layer.
This value can be adjusted downwards for increases in f_S, or upwards
until it converges with f_S and the one third bound of the BFT layer's
maximum fault tolerance. When f_S is maximized, f_L is approximately
one fourth of n.

HHEHRERERR RN

Note that for each decrease in f_L by 1, maximum f_S increases by 2.

Constraints:
fL > 0
fL <= f5S
f_L <= floor((n-fS-1)/2)
Optimum value for greatest safety (default):
fL = n-floor((n-1) /2) -1
Optimum value for greatest liveness:
fL = fS = floor((n-1) / 3)
ax_liveness_faults = 1

3%%&*%%#%&*%

FT fault tolerance (f)

90 FT service. Beyond this level all guarantees of the BFT are
91 ost (e.g., messages may be delivered in different orders to

R Il Line 45 Col 30 (none) 4 Unicode (UTF-8) 4 Unix (LF) 4  uof Lastsaved: 3/8/19, 2:33:27 AM
BFT ready

MLoaded client keys
HTTPS server listening on port: 8085

Ready to process requests.

|7 3,469/493/99
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https://youtu.be/DXvrh1b8GH4

@€ CQuickTimePlayer File Edit View Window Help T8 b ] 3 @ = o)) 100% @ FriMar 8 3:02 AM

m (SR
R

Shareholder 1 (java) &1 ...art

! va) 82 eholde areholder 4 (java .areholder 5 (java) #5
i Benchmarking Algorithms: ModPow: 707/s; ECDSA Sign: 1359/s; ECDSA Verify: 948/s; EdDSA Sign: 2698/s; EdDSA Verify: 881/s; Pa
ier Encrypt: 25/s; Paillier Decrypt: 25/s; Split Prove: 296/s; Split Verify: 559/s; EqRange Prove: 18/s; EqRange Verify: 16/s;

B Connecting to replica @ at /127.0.0.1:65210
mjConnecting to replica 1 at /127.0.0.1:65220
Connecting to replica 2 at /127.0.0.1:65230
) Connecting to replica 3 at /127.0.0.1:65240
Connecting to replica 4 at /127.0.0.1:65250

5 5

) Starting APVSS Shareholder for secret: my-secret
El -- Creating current view from configuration file
B) Starting APVSS Shareholder for secret: rsa-secret
i@ Starting APVSS Shareholder for secret: prf-secret
- ID=0

- N -5

- F=1
j§ -- Port = 65210
bl -- requestTimeout = 5000
k] -- maxBatch = 400
-- Using Signatures
0 -~ In current view: ID:Q; F:1; Processes:0(/127.0.0.1:65210),1(/127.0.0.1:65220),2(/127.0.0.1:65230),3(/127.0.0.1:65240),4(/127.0.0.
‘M 1:65250),
: -- Diffie-Hellman complete with 4
-- Diffie-Hellman complete with 1
-- Diffie-Hellman complete with 3
- Diffie-Hellman complete with 2
- Replica state is up to date
- Retrieving State
- Ready to process operations
BFT ready.
Loaded client keys
HTTPS server listening on port: 8081
fAReady to process requests.

e PV <, o - - C — _
2 N1 | Ay - | =200 yMsS=Q 1] , 1 L]

https://youtu.be/ZMIMIC52M]c
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https://youtu.be/ZMjMlC52MJc

Terminal Shell Edit View Window Help S &bo6 LR = W) 100% @@ FriMar8 3:40AM Q=

. protect — -bash — 113x31 D OWHloadlng
MacBook-Pro-L40:protect jresch$ 1s

CONTRIBUTING.md LICENSE bft-smart pross—client pross-server 0
DCO1.1.txt README. md bin pross—common Instalhng
MacBook-Pro-L40:protect jresch$ cd [

Configuration
Launching Servers

Client Setup

o 2oEs BN =

Secret Management:

a. Distributed Generation
b. Proactive Refresh

‘ c.  Share Recovery

:} 7. Cryptographic Operations:
a.  Decryption

b.  Signing
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https://youtu.be/hVjxZmUPwlU

O&A + Discussion

* Further Reading:

* The “PROTECT” open source project:
: (Github Repository)

* New contributors, testers, implementers welcome!

* Our eprint “Tunable Protocols for Threshold and Proactive Cryptography”

* Provides details of the underlying protocols

* Coming soon!
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http://bit.ly/protect123

